Continuous Threat Exposure Management

Powered by RidgeBot —
T Al Agent for Security

Validation
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l Recognized by Gartner

Hype Cycle for Security Operations, 2024

Threat Exposure Management —l

Penetration Testing as a Servi

curity Service Edge

Cybersecurity Al Assistants

SIEM
- ——

Digital Ferensics and
\ Incident Response

| Endpoint Detection
Digital Risk and Response
Cybersecurity Mesh _ Protection Services
Architecture \ External Attack
" Surface Management
Identity Threat Detection
and Response

Automated Security

Threat Intelligence
Control Assessment

Products and Services

ity Monitoring Services

Trough of Slope of Plateau of
Disillusionment Enlightenment Productivity

TIME
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Adversarial Exposure Validation

Analysis By: Jeremy D'Hoinne, Eric Ahlm, Dhivya Poole, Jonathan Nunez

Benefit Rating: High

Market Penetration: 5% to 20% of target audience

Maturity: Adolescent

Sample Vendors

AttacklQ; Cymulate; Google; Horizon3.ai; NetSPI; Pentera; Picus Securit
SafeBreach; SCYTHE




R RidgeBot

RIDGE * * * * 1’5 v 58reviews

SECURITY: Q savetoMylLists | % Claimed

Product Information Reviews Pricing Featu

e e e e W ey o1 2024

"The easiest and best outcome
of penetration testing"

What do you like best about RidgeBot?

"The fastest and most effective
way to perform a pentest”

What do you like best about RidgeBot?

© 2024 Ridge Security Inc. All Rights Reserved.

The full product reviews
& rating insights

Click to read

l Recommended by Customers

Gartner
Peer Insights
Ridge Security
Penetration Testing Tools
4.4 Yedodokok
106 Ratings Submit a review

***** Reviewed February 7, 2024

"RidgeBot : Vigilant Protector
Against Cyber Risks...." (read more)

***** Reviewed February 7, 2024

"Enhancing Security and

n

Efficiency...." (read more)

***** Reviewed February 7, 2024

"Multifaceted Defense ..." (read more)

12,88 0 ¢ Reviewed Februarv 6. 2024

Strongly Performing
in the Vulnerability
Assessment Market

Recognized in the 2024 Gartner Peer Insights™
“Voice of the Customer” for Vulnerability Assessment

Leading In User Interest
and Adoption of
Penetration Testing Tools

Recognized in the 2024 Gartner Peer Insights™
“Voice of the Customer” for Penetration Testing Tools

The full product reviews
& rating insights

Click to read



https://www.gartner.com/reviews/market/vulnerability-assessment/vendor/ridge-security?utm_source=ridge-security&utm_medium=referral&utm_campaign=widget&utm_content=NTZmZjlmM2UtMzQ0ZC00ZWNmLThjMTktOWQ3YjFjMDFjMWQ3
https://www.gartner.com/reviews/market/penetration-testing-tools/vendor/ridge-security
https://www.gartner.com/reviews/market/vulnerability-assessment/vendor/ridge-security?utm_source=ridge-security&utm_medium=referral&utm_campaign=widget&utm_content=NTZmZjlmM2UtMzQ0ZC00ZWNmLThjMTktOWQ3YjFjMDFjMWQ3
https://www.g2.com/products/ridgebot/reviews

Global Acclamation in 2024

Top 10 Publisher's Choice The Most Promising
Penetration DevSecOps Cybersecurity
Testing Provider 0 0 Vanguard 0 ¢ Startup 0
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l Strong Performance from “Voice of Customers” P
Ay

Leading in User Interest and Adoption in

Strong Performers in Vulnerability Assessment ' .
Penetration Testing Tools

Gartner® Peer Insights™ “Voice of the Customer” . N f ot -
Vulnerability Assessment Gartner® Peer Insights™ “Voice of the Customer

February 5th, 2024 Penetration Testing Tools

MARKET AVERAGE
MARKET AVERAGE

Each quadrant is sorted alphabetically As of Mar 2024

Strong Performer Customer’s Choice Strong Performer Customer’s Choice

Arctic Wolf

Ridge Security

Secpod CrowdStrike NetSPI PortSwigger

Continuity Qualys AppCheck Rapid7

Astra Ridge Security
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Microsoft Rapid7
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Tenable

Aspiring Established Aspiring Established

OVERALL EXPERIENCE

USER INTEREST AND ADOPTION USER INTEREST AND ADOPTION

nc. and/or its affiliates. All rights reserved. Gartner Peer Insights content consists of the opinions of
ould not be construed as state ) they re 1t the views or or its S rtner does ) . > makes any warrant essed
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l Strategic Partnership

STELLAR
CYBER®

Otenable

RidgeBot

RESTful API

CEF-Compliant Syslog
» Raw Data Export

Microsoft

Sentinel




Manage Cybersecurity Threat .‘
Exposure with B ‘e

DES
] (




01. What pain points does RidgeBot solve?

RIDGE

02 How does RidgeBot work?

SECURITY

03. What can RidgeBot do for me?

2
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PRI )\ Too Much Data to Effectively Manage

12/6/2024

* Lots of telemetry but difficult to make
sense of it all

* Ongoing growth of attack surface

* Overwhelming volume of vulnerabilities
reported by VM solutions

* Very high false-positive rate

* Patch priority not based on exploit
possibility

Cannot effectively manage too much data.
1s required to help.

11



Il:lﬁm Traditional Security Validation vs. Threat Exposure Risk

* Traditional security validation, such as manual
n. testing, no longer a good fit:

| | o Too expensive

|
O

Too time-consuming
o  Require highly skilled experts
o Typically miss the latest exploits
, * As a result, traditional security validation:
| o  Only petformed ad-hoc, not continuously
=  Gaps in Time
o  Only focuses on critical assets, not all IT assets

= Gaps in I'T Assets

Traditional security validation is simply not able to keep
up with ever-evolving threat landscape and leaves the
risk window open for too long.

Is required.
12/6/2024 12



PAIN \\ Sophisticated Attacks Require Sophisticated Solution

POINT

12/6/2024

* With continued rise of threat exposure risk,
organizations experience the security staff shortage
more than ever before

* Match the increasing sophistication of cyber
criminals

* Al-driven cyber attacks require Al-powered
solutions to detect them

* Without the help of Al, it’s indeed a losing battle

against cyber attacks in today’s threat landscape

Complement your existing security staff with

an solution.
13




' RidgeBot is Positioned to Address These Pain Points %

By performing risk mining,
help CISOs understand
overall cyber and
reduce security team’s

workload by
critical exposures

12/6/2024

Perform
and
management of
threat exposures
and security posture

Alleviate the security staff
shortage & ever-increasing
sophistication of cyber

attacks with
and security
validation

14



Do less but achieve more by focusing
validated exploitable risks.

Shorten risk windows from

years /months to days/hours

Cover all IT assets compressively,

R RidgeBot
RIDGE

SECURITY Security
Validation

leaving no gaps.
Utilize Al to defend against
sophisticated hackers.

* 1st AI Agent for Security Validation

* Powered by Al Engine & genAl
based Expert Knowledge

* Easy to use, no specialized
expertise required Periodical manual

penetration testing

Informational,

high false positive
=> =>

Automated Continuous Actionable
b

© 2024 Ridge Security Inc. All Rights Reserved. Threat Exposure Mngt zero false positive



l Shortcomings of Vulnerability Management

How Many Vulnerabilities Get Exploited Each Year

20K

* Vulnerabilities keep growing year over year
* VM deals with volume, not quality

* Very high false-positive rate

* Not possible to patch all vulnerabilities

* Vulnerability scoring does not reflect
likelihood of being exploited by attackers

* Patching vulnerabilities in vacuum does not
necessarily reduce Threat Exposure or the
risk of a breach

10K 9,036 8,869
7,502 7,947

Number of Vulnerabilities

3 1670 1549 1554

958 1,006 1,042 1175 128
™3 e L Was Exploited

oK
2012 2013 2014 2015 2016 2017 2018 2019 2020 2021

Year Vulnerability Reported
¢ (data drawn from the IBM X-Force vulnerability databs~~ b

k| Vulnerabilities Exploited by Base Security Rating

800

CVSS Medium

\/ CVSS High
400 \’/

Exploited Vulnerabilities -by Severity

2

— —— CVSS Low

o

2012 2013 2014 2015 2016 2017 2018 2019 2020 2021
Year Reported




l RidgeBot Supports Threat Exposure Management %

Exposure management

E RidgeBot®

i= Tasks

Attack Log

<« Back to Task List
Vulnerability Validation

« Back to Task Summary

Digital assets Prioritization Targeted | vpe (33) (¢ Q
Technology assets Classification Comprehensive

Detection 2132 (99.39%)
: Validation 8 (0.27%)
Human assets Awareness Compliance
Discover 5 (0.23%)
Gartner

Detection || 2133(99.39%
Discover ~ Detection - Validation ——




l Smart Threat Exposure Mgmt Leads to Risk

Mining

Question Actionable
Addressed Insight
Attack What is What the attackers
Surface visible? may target

Vulnerability What is We understand our
Detection vulnerable? inherent risks

Is it Are our security

Validation

g

possible? investments working?

’000 Vulnerabilities
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l RidgeBot — Easy to Operate

Minutes with RidgeBot vs of manual labor

Automated Testing

Start or Schedule a Task
Choose test approach
Deploy RidgeBots on Pentest or ACE
bare metal servers, —
VMs or Clouds _ — -_, . -
. m -

Review & Download

Risk Report

NITE

IR THER

Steps ‘ —

) lo
© 2024 Rudge @t}' Inc. All Hgﬂs }gcscrvcd.
4

d
tomate
© s @ A

task

Revic™
repOr!

14




F 100% Automated

>

Vulnerability Detection Asset and Attack Surface

Discovery
* Vulnerability information including
CVE#, CVSS score

* Remediation suggestions

Asset Fingerprinting
Open ports / applications
OS/Framework

*  Domains/Subdomains

) /aN -

i
RidgeBrain

AI-Powered Decision

Validation with Exploits

Lateral Movement

* Autonomously choose attack path
* Perform independent testing L. .
* Launch multi-vector iterative attacks * Privilege Escalation

* Show proof * Lateral Movement

N

© 2024 Ridge Security Inc. All Rights Reserved.



l Al-Powered Security Validation

Iterative
attack

Decision
Making

y 111 | ))

rative atta <Lf,!f MNOdAci, CONNCECring various adata an (J INIrorimnarion pro f;_| UCCA

’ ’
hol [II()[I jl

',H,i,'w'!:_ YTOCESS, €Stab IrI“ f’f}[llli’fllulj(jlul.’)'

w‘--;!,JJU:IijJJ:.‘J_J :lfrl: rabilities to build a

22



J Risk Findings with Proof

I RidgeBot Task VEN ® O I Rid Task VN
) B Attack sequanca 2 Attack saquanca 4 Attack saguencs & Attack saquence 8 Panetratio
Risk List Filter: Clear .
Found A1 apen Faurd 3306 apan Lisirg phpinf page and kySQL
4 Back 1o Task List VR
- @ 207 bwapa/saminjahpint.phe weak passward uinerssiliies to
< Back 1o Task Summary M Risk Type Related Target praduce MySOL exsiart wabshall
it wuinerabilities
| Risk Type {2/2) =| O 0L Inje 102,168.105.12:3306 L
@ CIWWW
Datataze Manipulat... 6 (857 1%) [ o
Giesiéniis) Diselosure 1 (14.20%) raot 2
| Targets (11} [:| Q 4 1 1 2 8 7 N | 7 | | N
& L ® Ll < ) & G- & s
nttpjftargecin.ridge... 7 (100.00%) - - - - -
Attack sequence 1 Atlack sequence 3 Attack sequence 5 Attack sequance 7 Attack ssquence 8
a
Find 192,168.105.12 target Find the attack surfacs of th site Found phpnfc page vulnerability Found MySGL weak password Using MySaL sxpart webshall
Nk https/192.164.105.12: wuingeabity wilnerabiity suscassfuly obtained
hitte:j/192.168. 106 &1 jbwapa/adminfhpinfo.pho 192.168.106.12 server cantral rights -
ey ract 192,168.105.12;
oot 3308
nt autharitylaysten | g
Tima Action Daseription Hide ¥
» Goth
» Sucoi
» Geth
' 12461246 Metwork: il @ 12686/12686 Targat Network:,al Fast {dms) >

Exploit vulnerabilities

Show risk expose with evidence Provide remediation suggestion

O 2024 Ridge Se

1ts Reserved.




J Realtime Attack Action Visibility =

~N

I RidgeBot Dashboard Task  Scenaric  Plugin VPN ¢ O ) admin @ AutO TOPOIOgy DraWing

-1200 -1000 -800 -300 - 100 300 800 1000 1200
\ Penetration Node Al

= Shows relationships of assets and

» Successfully blasted out t... |:&_4,
Total{1)ltems B attaCk Surfa,ces

» Successfully blasted out t... |/:A‘

Total( s " Map out vulnerabilities and risks

e » @

» Successfully blasted outt.. (5]
Total{1)Items e

A {_ _,.., . (J Full Attack Path Visibility

® Track the attack source and show
the attack details

—

r

Using S5H weak password

vulnerability successfully obtained
ssh service account password

Targats: 192.168.105.200

- — | (Y Show the realtime actions on

Hide ¥
2020-11-16 13:51:18 scan Start with http:/{192.168.105.200/twiki/bin/rdiff/Know/ Session Fixation d a S hb O ard
2020-11-18 13:51:17 sCan Start with http:/f192.16B.105.200/mutillidae/?page=add-to-your-blog.php Relative Path Traversal
.
2020-11-18 13:51:17 sCan Start with hitp:/{192.16B.105.200/twiki/bin/ocops/TWikiTextFormattingRulesTlemplate=oopsmore&param 1=1.70&param2="1.7 .. . Dls COVer
2020-11-16 13:51:18 sCan Start with hitp:/{192.16B.105.200/mutillidas/?page=add-lo-your-blog.php CRLF Injection

= Scan

2020-11-16 13:51:13 scan Starl with http://192.168.105 200/ twiki/bin/view/Know/WebHome?skin=print SQL Injection

/>) & 9514/48003 Target Metwork: k>/' Close ] EXploit




l Realtime Reports

P ridgeots i= Tasks 4
Risk Weighted Assessment
€ Task Summary g
Total Health Score (Out of 100 scale,the higher score means more secure.) Action Type Task Progress Information Task Basic Information
# of jobs created Task Target | http:/ftestphp.vul... 1
1 #of jobs completed Task Schedule | On Demand Critical Business Vulnerabilities
Start Time I 10/13/2023 02:01:30
1442
End Time | 10/13/2023 02:12:55
1442
Attack Surface % VUL Goverage % = Discover | 5(0.35%) Task Description |
[rs——— HTTPS % Scan | 1426(98.89%) Estimated next I
Risks % Active Assets % = Exploit | 11(0.76% execution time
Task Execution Summary
1 1 6 6 High | 34
A Medium I o
Total | 1 Total |1 |
5 - - A Low 3
Active IP Active Site # of Vulnerabilities
Inactive | 0 Inactive I o A Info I 5
7 3 1 Shell I o
12% Database 17
Attack Surf c - ErEm i Conversion Credentials | 1
ttack Surface ;ompromised Asset # of Risks Rate
Post Exploitation | 0 Source Code | 0

© 2024 Ridge Security Inc. All Rights Reserved.



l RidgeBot Can Work Independently or in Conjunction

with Vulnerability Management Solutions P

R RAPID) Otenable @

I |n5|ghtV|V| Vulnerability Management
RIDGE

SECURITY

Qualys.

RidgeBot complements Vulnerability
Management solutions’ findings.

RidgeBot identifies vulnerabilities that are both
exploitable and visible by threat actors. It reports
such vulnerabailities as validated vulnerabilities
that are business risks and immediately actionable.

RidgeBot’s vulnerability validation results are now
integrated into popular Vulnerability Management
solutions’ dashboards, such as Rapid7 InsightVM
and Tenable VM.

m@mm@ a9 8




l RidgeBot Web APIs Testing: Preventing
Horizontal Escalation

Website Web App  API Gateway

* Uncover OWASP Top 10 API
vulnerabilities such as broken
authorization to prevent horizontal
escalation attacks

o
Yi

* Provide both black-box and gray-box
testing to 1dentity API vulnerabilities
and risks




L= Clean up the path =N - ‘F N

- Being stealthy — rate limit

= Disable damaging plugins

Q User intervention

© 2024 Ridge Security Inc. All Rights Reserved.




l Wider Coverage

Applications Websites

Windows/
Linux Servers

Continuous Threat

AAN Network Exposure Security Defense
@WN’  infrastructure Systems
Management




l Business Model — Software Subscription

Annual Subscription

(i3
> > ,

Network Penetration
Testing

-l

Total # of IP addresses
&
Fully qualified domain

names (FQDNs)

1SOT, 01 1Y A\

Web License
> >

i
i
i

Web Application
Penetration Testing

Who Owns RidgeBot a

<4<

Annual Quota
One-Time Usage

© 2024 Ridge Security Inc. All Rights Reserved.
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l RidgeBot Benefits

Help CISO Reduce workload
understand overall for security team
the cyber risks by pinpointing the

critical risks

© 2024 Ridge Security Inc. All Rights Reserved.

Alleviate the
problem of
resource shortage
with automation

Continuous

manage the risks
and security
posture




l Value Proposition

Automated and No high-skilled

Continuous Personnel required

Security Validation AI Agent

© 2024 Ridge Security In¢. All Rights Reserved.



Use Cases

Continuous Security

Control Validation
for Large Enterprises

Vulnerability
Validation

For all Enterprises

AUTOMATED
PENETRATION
Automated Pentest TESTING
Tools ADVERSARY
for Banking and. 1 CYBER
Government Agencies EMULATION

© 2024 Ridge Security Inc. All Rights Reserved.

Cybersecurity
Hyperautomation

for Small and Medium
Business

Enable Pentest as

a Service for
MSSPs



Contact Us!

Inquiry@ridgesecurity.ai
Ridge Security Technology Inc.
I

www.ridgesecurity.ai

RIDGE

SECURITY

¢ LinkedIn https://linkedin.com/company/ridge-security/
* Facebook https://facebook.com/RidgeBot/
e Twitter https://twitter.com/RidgeSecurityAl

* YouTube Channel https://youtube.com/ridgesecurity

© 2024 Ridge Security Inc. All Rights Reserved.



https://www.linkedin.com/company/ridge-security-la/
https://facebook.com/RidgeBot/
https://twitter.com/RidgeSecurityAI
https://www.youtube.com/ridgesecurity
http://www.ridgesecurity.ai/

hCInks

Innovative approach to Security Validation Service

© 2028 Ridge Security Inc. All Rights Reserved.
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